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Executable Steganography is an Honor’s research 
thesis that seeks to enhance the field of code 
obfuscation. By taking advantage of long operand 
lengths afforded by the x86_64 architecture, 
assembly instructions can be hidden inside the 
operands of longer instructions. By including a 
sequence of jumps from the inside of one operand to 
the next, a second, hidden execution path can be 
formed. The objectives of this thesis are to perform 
an attack analysis of the hidden code and determine 
the technique’s relative stealth, resilience, and 
potency as a means of defeating reverse engineering.
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When he’s not frantically attempting to finish his thesis on 
time, Ryan is interested in cybersecurity capture the flag 
competitions, reverse engineering, and attack defense 
competitions.
In his free time, he enjoys playing video games, taking 

things apart, and wondering why he has extra pieces 
when he puts them back together.
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